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PykoBoaureasm npeanpusiTui,
OPraHU3aNui, YYpeKaeHuH

3anpoc eHOBBIX NpeAIoKeHnH

Axanemust Marycosckoro B cootserctBuu ¢ Denepanbibmv 3akoHoM ot 05.04.2013 r.
Ne44-D3 «O KOHTpaKTHOM cucTeMe B cepe 3aKylnmoK TOBapoB, paboT, yciuyr s odecnedenus
TOCYIapCTBEHHBIX ¥ MYHHIUNATBHBIX  HYXKI»,  pYyKoOBOIACTBysich  IlocraHoBnenuem
[TpaButenberea Poccuiickoit ®@eneparuu ot 31.12.2022 1. Ne 2559 «O mepax mo obecrneyeHUrO
peKrMa BOGHHOTO TOJIOKEHUS W 00 0COOEHHOCTSX TIAHMPOBAHUS M OCYIIECTBICHHS 3aKyNOK
s obecrneveHuss rocynapcTBeHHBIX Hy A Jlonenkoi Haponuoit Pecrny6nuku, Jlyranckoi
Hapoaroit Peciybnukn, 3anmoposkckoit o6mactu, XepecoHCKOH 001aCTH U MYHUIIMITAIBHBIX HYXK]
MYHHUIIHTATBHBIX 00pa30BaHui, HAXOSMIIAXCS HA UX TEPPUTOPUSAX, U O BHECCHUN W3MEHCHUi B
Hekotopeie akThl IlpaButensctBa Poccuiickoit @Denepanuu» B Lendx (HOpMHPOBaHMS
obocHoBanus 1eHbl KoHTpakTa NpocuT BeeX 3aUHTEPECOBAHHBIX JIMIL NIPEAOCTABHTh IIEHOBOE
MPeATIONKEHNE JIJIsl OpPraHu3aliy 3aKyIKy HpelocTABIeHHS TPAB 321U ThHI HHYOPMAaLHH.

M3 orBera Ha 3ampoc AOJDKHBI OJHO3HAYHO ONPEAEISThCS LEHa 3a eIMHHUILY, CPOK
NecTBUs MpejuIaraeMoi IeHBI.

Axanmemuss  MarycoBekoro He OyjAeT HUCIHONb30BaThb LIEHOBYIO  HHGOpPMAIHIO:
IPEOCTABICHHYIO JIHIIAMH, CBEJICHHS O KOTOPBIX BKJIIOYEHBI B PEECTP HEMOOPOCOBECTHBIX
[OCTABIIMKOB; MOJIYYEHHYIO U3 aHOHUMHLIX HCTOUHMKOB.

Hacrosimuit 3anpoc He sBISETCS M3BEIIEHHEM O IHPOBEACHHUU 3aKyIKH, HE BKIIOYACT
Kakux-mubo o0s3arenbeTB 3aKazumka.

Aapec mnpexocrabJieHHsi HeHoBoii mHpopmaunu: Pocculickas ®enepanusa, JIHP,
r.o.ropoj Jlyraunck, r.JIyranck, nin.Kpacnas, 1.4, kab. 1.12.

Apec 3MeKTPOHHON MOYMTHI Uil TIPEJIOCTABICHUS  CKAHMPOBAHHBIX  KOIMWH
npeioxkenni: akademzakupki@yandex.ru

Konrakraoe smmno: Kasannesa Enena Anexkceesna (8572) 50-19-25.

Cpox npenocraBiaenus neHoBoH urdopmarmu 1o 20.06.2025 r.

IpeanonaraeMsiii CPOK MPOBEAEHN 3aKYIKU: HIOHb-UIOIb

2025 r.

H.o. 3aBeay1omero o0T/eJ10M 3aKyNnoK Q Prrixosa JI. 1O.
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[Tpunoxenue
K 3aIpocy IIEHOBBIX

NPEUIOKCHUMN OT /X472 No

772

Texnuuyeckoe 3ajaHue

O6BbeKT 3aKyNKH: peA0CTaBIeHNe ITPaB 3alUThI HHPOPMAIUU
O06mue TpeboBaHusA K OOBEKTY 3aKyIIKH:

Ne
n/
n

HaumenoBanue cpeacTs
3amuThl HHGOpMaLHH

OyHKIUMOHAILHbIE XAPAKTEPHCTHKH CPE/ICTB
3amuThl HH(pOpMALHH

Konunuectso,

HIT.

[TporpaMMHBIH KOMITNIEKC
«DUC THA» ¢
JIOTIOJTHUTENBHBIMU
(YHKUMOHANTBHBEIMU
BO3MOXKHOCTAMH /151
3alMUIEHHOTO
noakmoueHus k ®UC T'HA
u [Ipuema

[Mporpammusiit  kommieke «DOUC THA» ¢
JOTIOMHHUTE/IbHBIMH (hYHKLMOHANBLHBIMH
BO3MOJKHOCTSIMU  TpellHasHaueH nisi  oOecrieueHus
BbINOJIHeHUst TpeboBaHui pernamenTa NMoAKIIOYeHU (B
TOM 4Mche Ans npoaneHus noakiouenus) k GUC 'HA
u Ilpuema nocpeacTBOM 3alLMILEHHON CETH TMepenayu
nmannbix (cets ViPNet No 2458).

C MOMOLLIO MporpaMmMHOro KOMIIeKca
«PHUC I'MA» Tarke MOKHO CO3JaBaTh U MPOBEPATh
JNEKTPOHHbIE MOAMMCH, 3aupoBbIBaTH H
pacumdpoBbiBaTh (haiibl, nepesaBaeMble M0 OTKPITLIM
KaHaiaMm CBA3H.

Jng BBIMONHEHWS KpunTorpauueckux orepauui
nporpammubiii kommneke «®UC T'MA» wucnonssyer
anropuT™el (HOPMHUPOBAHUS W TIPOBEPKHU DNEKTPOHHOH
noanucu aaHHbx 'OCT P 34.10-2012 (¢ BbiuucieHuem
xauw-pyukunn no 'OCT P 34.11-2012) u anroputm
mudposanusg uapopmaimu [OCT 34.12-2018 u I'OCT
34.13-2018.

[Iporpammusiii komrieke «®UC 'MA» BratoueH B
«Enunbiii  peecTp  poccMECKMX — nporpamMm  Uis
3NEKTPOHHBIX BBIYMCIIUTENBHBIX MALIMH W 643 JaHHBIX»
(https:/freestr.digital.gov.ru/), peectpoas 3anucs Ne Ne
26399 o1 12.02.2025..

Hpe,ﬂOCTaBﬂeH[/le JOJTHHO ObITH B BHIC Mnepejayin.

— HEMCKJIIOYUTENILHOIO IpaBa HCIIOTB30BaHMUS
nporpamMmmuoro  kommiexkca «@UC THA» ¢
JIOTIOJTHUTEIbHBIMHU (yHKIIMOHATBHBIMA
BO3MOKHOCTSIMH JUISL 3aLIUINSHHOTO TTOAKIIOYESHUS
K ®UC 'MA u [Ipuema cpoxom Ha 1 ro.

[IK «®UC 'MA» BkmouaeT B cedst:



https://reestr.dieital.sov.%d1%88%d0%9b

No
n/

HanmenoBanne cpencrs
3alUTHI HHOpMATHHT

DyHKUHOHAIBLHBIE XaPAKTEPUCTHKH CPEICTB
3amuThl HHGopMANHH

Konuuectno,

mT.

— ceprudukar [IPSAMOH TEXHHYECKOH
IOJIEPKKY, YpoBeHb «PaciiupenHbiiiy, Ha CPOK He
Menee 1  (omHoro) roma UL CpeICTBa
Kpunrorpaduyeckoif  3amuThl  MHpOpMAIWH,
pealn3yIomero QyHKIHY KIHCHTa

CpeacTeo 3alliUThl
MHGMOPMaL|K OT
HECAHKLIMOHHUPOBAHHOTO
Jocryna ¢
JOTMONTHUTENEHBIMH
byHKUUOHANBHBIMU
BO3MOXKHOCTSIMHU:

C MOOYJAMH

3auuThl o HCJI, koHTpons
YCTPOMCTB, 3aLMThI AMCKa
1 iwndposaHus
KOHTelHHEepOoB,
MepcOHAEHOTO
MEKCETEBOT0 3KpaHa,
aHTUBUPYCA, 0OHapyxKeHUs
BTOPIKEeHHH

Cpenctso 3alHThI uHbopMaLun or
HecaHKIMOHUpOoBaHHOTO goctyna (manee — HCII)
JOMHKHO OCYILECTRIISATD:

—  3alIUTY cepBepoB M pabouux cranumil ot HCI;

—  KOHTpOJb BXOJA Mojb30BaTesiell B CHCTEMY, B
TOM 4HC/Ie ¢ MCHOAb30BAHWEM  IOMOJHHTENBHBIX
annapaTHbIX CPE/ICTB 3allUThI;

— pasrpaHM4eHMe JIOCTyna [ojb3oBareiledl Kk
YCTpOHCTBAM U KOHTPOIIb annapaTHOH KOHQHIypalyH;

—  pasrpaHuy4eHue nosib3oBaTenel K

uHhopmaLuu;

JaocTyna

—  KOHTPOIb yTeuek HH(POpMaLIHH;
—  aHTHBMPYCHYIO 3allMTy OT
NporpamMMHoOro obecrneveHus;

BPEIOHOCHOI'O

—  ofHapysKeHHe U MPeAOTBpallleHHE BTOPKEHHH;

—  ayTeHTH(QHUKALMIO BXOAAMX M HCXOAALIMX
CeTeBBIX 3aMpOoCOB B JIOKaJlbHOH CeTH MeToJaMu,
YCTOMYMBBIMU K  [ACCUBHOMY
MPOCITYLIMBAHHIO CETH;

u/unM  aKTUBHOMY
—  (unbTpaLMIO CeTEeBBIX MAKETOB;
—  3aUIUTY YCTAHOBJIEHHBIX CETEBBIX COCAUHEHHH;
— wwubpoBaHUe  JAHHBIX,  XpaHAIIMXCA B
KPHUNTOKOHTEHHEPAX;
—  peructpauuio coObiTHH 6€30MacHOCTH U ayauT;
—  [acnopTU3aLuio

NporpaMmMHoOro obecneyueHus.

HCIOJIL3YEMOTO

Tpebosanua K cepmudurauuu u npuUMeHeHuio 6
UHOPMAYUOHHBIX CUCHIEMAX!

C3H JOJDKHO
JIOKYMEHTOBR:

COOTBETCTBOBATh
«TpeboBanue  no

TpeboBaHUAM
6e3omnacHOCTH
uHGOpMALMH, YCTAHABJIMBAIOIIME YPOBHH JIOBEpHs K
CpeiCTBAaM TEXHMYECKOH 3aliuThl HMHQOpPMALMH |
CpeicTBaM obecrieueHus He3omacHoOCTH
uHdopmauronuslx TexHonorui» (PCTOK  Poccuu,
2020) — no 4 yposHio pgosepus; «TpebGoBaHud K
skpaHam»y (DPCTOK Poceun, 2016)
«TTpoduiib  3aLUTBI MEKCETEBBIX 3KpaHoB Tvma B
yeTBepToro knacca sauutel. UT.MD.B4.113» (PCTIK

MECETEBbLIM




Ne
n/

HaumenoBanne cpeacTn
3amuThH HHpopManHHT

DYyHKIHOHA/IbHbIE XAPAKTEPUCTHKH CPEeCTB
3amMUThI HHpopManHH

KoanuyectBo,

HIT.

Poccun, 2016), «Tpebomanus K  cpencTeam
antuBupycHoit samutel» (GCTIK Poccun, 2012)»;
«[Tpodunp 3amMTBl CPEACTB AHTUBMPYCHOW 3alllMTHI
Tuna A uerseproro knacca samuteiy UT.CAB3.A4.113
(®CTOK Poccun, 2012); «[Ipoduns 3ammTel cpeacTs
aHTUBMpPYCHOM 3awmrtel Tuna b 4yerseproro knacca
samutely UT.CAB3.B4.113 (@CTOK Poccuu, 2012);
«[Ipocune 3amUTHEl CPEICTE AaHTHBHUPYCHOH 3allUThI
tuna B uyerseproro knacca 3awurtsy UT.CAB3.B4.113
(OCTOK Poccun, 2012); «[Ipoduns 3ammTel cpejicTs
aHTHBUpYCcHOH 3awmrel Tuna [ uyerBeproro Kiacca
samuTely MT.CAB3.I'4.113 (@CTIK Poccun, 2012);
«TpeboBanuss K CpeacTBaM KOHTPOJI  CHEMHBIX
MallMHHBIX ~ HocuTeneidt  uHbopmauum» (OCTOK
Poccuu, 2014); «IIpodune 3aluThl cpecTR KOHTPOSA
MOAK/IIOYEHUS  ChEMHbIX  MALUWHHBIX  HOCHTENeH
uH(popMaLMK YeTBEPTOro Kracca 3ALUTHI»
WUT.CKH.I14.1T3 (®CT3K Poccun, 2014); «Tpeboranus
K cuctemaMm oOHapyskeHust BropxeHui» (DCTOK
Pocenn,  2011);  «Ilpodune  zammrtel  cHCTEM
oOHapy)KeHus BTOP)KEHWH YPOBHS Yy37na YETBEpPTOro
knacca 3awutely HUT.COB.V4.I13 (OCTOK Poccuwu,
2011); «CpencTBa BBIYMCIUTENBHOM TEXHUKH. 3aluTa
OT HECaHKLMOHUPOBAHHOIO JIOCTYNa K HH(pOpMalMu.
ITokazatenu 3aUIUIIEHHOCTH oT
HECAHKLUMOHUPOBAHHOIO J0CTyNa K HH(OpMaLuu»
(l'ocrexkomuceus Poccuu, 1992) — He Huwxe 5 knacca
3alUIIEHHOCTH.

C3HU mo/mKHO A0MYCKATh HCTIONB30BAHHE B CIIEMYIOIIMX
MH(POPMALIMOHHBIX CHCTEMAX:

—  aBTOMAaTH3MPOBAHHbBIE CUCTEMBI - 10 Khacca 1T
(BKNIOYUTENBHO);

—  rocyJlapcTBeHHbIe MH(POPMALMOHHBIE CHCTEMbI
— A0 1 kiacca 3alMIIEeHHOCTH (BKIFOUUTEBHO);

—  MH)OPMAIMOHHBIE CUCTEMBI  [EPCOHANLHBIX
JaHHbIX — 10 | ypOBHs 3aLIMIEHHOCTH MEPCOHATBHBIX
JaHHBIX (BKITHOUUTENBHO);

—  aBTOMAaTHM3HMPOBAHHbIE CHCTEMBI YIPaBIEHUs
MPOU3BOJICTBEHHBIMU " TEXHOJIOIMYECKUMHU
npoteccamu 10 1 Kfnacca  3allMLIEHHOCTH
(BKITFOYHTENBHO).

C3HU JOOJIZKHO NOAACPIKHBATE 3aluTy CHCTEM
TEPMHUHATIBHOTO HAOCTYIa, a TarKoKe JOIYCKATb




Ne

o/

HanmeHoBaHHe cpeicTB
3amuTel HHGopManuu

DYHKNHOHA/IbHBIE XAPAKTEPHCTHKH CPEACTB
3amuThl HHGOpMaHN

KonuyecTBoO,

mT.

NPpUMEHEHHE [J1d 3alUlUThl HE TOJBKO Cl:l?l?;}’IHGCKHX
KOMITIBKOTEPOB, HO H BUPTYaJIbHbIX MAlllHH.

Tpebosanus K onepayuoHHOl naampopme u
ARRAPAMHOL YaACHIL:

C3U  pomxHO (YHKUMOHMPOBATE Ha  CIAEAYIOMIMX
niaatdopmax (JIOJKHBEL MoAaepkuBatbes U 32-, u 64-
paspsHble rwaTGopMsl):

—  Windows 10;

—  Windows 8.1;

—  Windows 7 SP1;

—  Windows Server 2019;

—  Windows Server 2016

—  Windows Server 2012/2012 R2;

—  Windows Server 2008 R2 SP1.
Jlomkna O6bITh  BO3MOKHOCTH ycTraHoBku C3U  mo
MPOU3BOJIEHOMY TTyTH.

C3U pomxHo nopuep:kueate paboTy v obecrie4yMBaTh
3alUMTY B CHCTeMax TEPMHHAIbHOrNO  J0CTyIa,
MOCTPOEHHBIX Ha 0a3e TePMUHAILHBIX CIyKO CeTeBbIX
OC MS Windows unu IO Citrix.

C3H momkHOo momaepkuBaTh paboTy Ha BHPTYalIbHBIX
Mall{HaXx, (byHKLUHOHUPYIOIUX B cucTeMax
BUPTYaJIM3aLliM, NMOCTPOEHHbIX Ha 0a3e runepBU3OpoB
VMware ESX(i) u Microsoft Hyper-V.

C3H pomxHO moanepKuBaTh paboTy C TeXHONOTHEH
Personal vDisk Citrix XenDesktop.

C3M ¢ ueHTpanu3OBaHHBIM YIIPaBIGHHEM JIOJLKHO
byHKIMOHHpOBaTh coBMecTHO ¢ Microsoft Active
Directory.

C3U pomxHO o0nmamaTh BO3MOMKHOCTBEO paboThl Ha
OJIHOMPOLIECCOPHBIX U MHOroIpoLeccopHbix OBM.

C3W He pomkHo TpeboBaTe MNpU  pa3sBepThIBAHUH
MOJUGbUKALIMK TOMONOTUH MOKaIbHON BBIUHCIIMTEIbHOM
ceTH.

C3H po/mmkHO MMETh B cocTaBe AMCTpUOYTHBa JipaliBepa
JUTsl OJIIePIKKH anmapaTHbIX HAEHTU()HKATOPOR.

B undpactpyktype momkHO OBITE B HAJIHYMH
yCTpOHCTBO, cuMThiBatoniee DVD  (ang  ureHus




Ne
n/

HaumenoBaHue cpeiacTB
3alHTHI HHpOpMAIHH

DYHKIHOHA/IbHbIE XAPAKTEPHCTHKH CPEACTB
3amMThl HHGOpMALHI

KoJunuecTBo,

HIT.

YCTAHOBOYHOTO JMcka — XOTs Obl Ha OIHOM
KOMIbIOTEpE B MHQOPMALMOHHOMH CHCTEME).

Tpebosanusn k yuxyuonansnocmu C3HU:

C3U [0mKHO BBIONHATE ChAeaytoue (QyHKUUMM TI0
sauuTe MHpOpMaIK:

1) Kontpois BxoJa nois3oBaTeneil B CUCTEMY
1 paboTa mmosb30BarTesiei B cCUcTEME:

— TMpoBepKa MapoJisi TMoJb30BaTENs MPH BXOJE B
CHCTEMY;

—  MOAJAepIKKa annapaTHbIX CpECTB
ayTeHTH(PUKALIUH:

— wupenrtudukaropsl iButton (tunet DS1992 —
DS1996);

— USB-kmoun eToken PRO, eToken PRO (Java),
JaCarta PKI, JaCarta PKI Flash, JaCarta TOCT, JaCarta
PKI/TOCT, JaCarta I'OCT Flash, JaCarta-2 ['OCT,
JaCarta-2 PKI/TOCT, JaCarta SF/I'OCT, JaCarta PRO,
JaCarta-2 PRO/T'OCT, JaCarta WebPass, JaCarta-2 SE,
JaCarta U2F, JaCarta LT, Rutoken S, Rutoken DLIII,
Rutoken 21ITT 2.0, Rutoken 31LIIT Touch, Rutoken DLITT
PKI, Rutoken DLIIT Flash 2.0, Rutoken DL Bluetooth,
Rutoken Lite, ESMART Token, ESMART Token
I'OCT, ESMART Token D.

— omapr-kaptel eToken PRO, eToken PRO (Java),
JaCarta PKI, JaCarta I'OCT, JaCarta-2 PKI/TOCT,
JaCarta PRO, JaCarta-2 PRO/I'OCT, Rutoken DBLIII,
Rutoken 3IIIT 2.0, Rutoken Lite, ESMART Token,
ESMART Token I'OCT, ESMART Token D, c¢
J1o6bIMH coBMecTHMBIMH USB-cunThIBaTEIIMH;

— BO3MOXKHOCTb OJIOKHpOBKM ceaHca paboTsl
MONb30BATEN MPH  OTKIIOYEHMH  TMEPCOHATLHOrOo
uaeHTHduKaropa;

—  BO3MOYKHOCTBH MCIOJIb30BaHUS TEPCOHATBHBIX
MACHTH(QUKATOPOB U1 BXOAa B  CHUCTeMY M
pa30I0KUPOBKM B CHCTEMaX TEPMMUHAJILHOIO A0CTYTIA
uHbpacTpykType BUpTYyalbHBIX pabouux craHuuii
(VDI);

— OAHOKpaTHOE YKa3aHHWE VYYETHBIX [JaHHBIX
nonbL30BaTeneil Mpu  JOCTyne K TEpPMHHAIBHOMY
cepBepy M UH(PACTPYKTYpE BUPTYalibHbIX pabouux
craHuuii (VDI);

— BO3MOJKHOCTh OJIOKMPOBaHMS BXO/a B CHCTEMY
JIOKAJTbHBIX MOJIB30BaTENCH;




HaumenoBauue cpeacrs
3amMATH] HHpOPMAN UK

DYyHKIHOHAIbHbIE XAPAKTEPHCTHKH CPE/JCTB
3amATLI HHpOpMANHHT

Konnuectro,

T,

—  BO3MOXKHOCTb 6IIOKHpOBaHHS onepauui
BTOPMYHOIO BXO/Aa B CHCTEMY B mpouecce paboTbl
TOJIL30BATEICH;

— BO3MOXKHOCTb OJIOKMpOBKM ceaHca paboTsl
NOJIb30BATeIs [10 UCTEUEHUH UHTEepBalla HEaKTUBHOCTH;

— BO3MOYKHOCTb yTIpaBieHus TIOJIMTHUKOMN
C/I0YKHOCTH NAaposei;

— Mojjep:KKa BO3MOMKHOCTH BXOJla B CHCTEMY MO
ceptuduKaram;

— BO3MOJKHOCTb  TPOBEPKH  MPHHAIIEKHOCTH
annapaTHoro UAeHTU(HHUKATOpa B NPOLEcce yrparaeHus
annapaTHbIMHU WICHTH(HUKATOPAMH [10J1b30BaTE/IeH.

— BO3MOJKHOCTBL OIOBELUEHHS TO/B30BATENd O
NocAeHeM YCTEIHOM BXOE B CHCTEMY;

—  BO3MOXKHOCTb BblAYH M0JIb30BATEO
NpeaynpexaeHus B BHAE COOOIIEHHS O TOM, YTO B
MHPOPMALIMOHHONW ~ CHCTEME  pearu30BaHBl  Mepsbl
3auuTel UHGOPMAaLKH.

2) WsbupatenbHoe (IMCKpenHOHHOE)
YIIPABIICHHE TOCTYIIOM:

— BO3MOMHOCTh Ha3HaueHMs MpaB AOCTyNa Ha
(aiibl, KaTaaory, NPUHTEPkl, YCTPOHCTRA;

— BO3MOKHOCTH HAclef0BaHus MpaB J0CTyNa s
hainos, KaTanoroB U ycTpoHCTB;

— BO3MOJXKHOCTb YCTAHOBKM MHIMBHIYallbHOIO
ayaudTa A0cTyna Ans OObeKTOB, yKa3aHWd YHeTHBIX
3anuceil monp3oBaTened MAM  rpymm, ued gocTyn
nojBepraeTes ayaury.

3) Ilonnomounoe (MaHJATHOE) YIIpaBIICHUE
JIOCTYIIOM:

— BO3MOJKHOCTh 3aBE/ICHMA B CHUCTEME HE MEHee
10 ypoBHe# KOH(UACHUIUATLHOCTH;

—  BO3MOJKHOCTb BbIOOpa YPOBHA
KOH(UAEHLMATLHOCTH CECCHH JUTA TIOJIb30BATENS;

— BO3MOXKHOCTH HasHAa4YeHWS MaHIaTHBIX METOK
daiinam,  karagoram,  BHELUIHMM  YCTpPOHCTBam,
NpUHTEpaM, CeTeBbIM UHTEep(eiicam;

— BO3MOJKHOCTB M3MEHEHUA KOJIMHECTBA
MaHIATHBIX METOK B CHCTEME W MX Ha3BaHMH;

— KOHTpOJTb MOTOKOB KOH$UASHUUATBHON
uH(pOpMalIUK B CHCTEME;

—  BO3MOJKHOCTb KOHTpPOJS MOTOKOB HMH(OpMalku
B CHCTEMax TepMMHAJILHOrO AOCTyNa MpU Mepenaye
MHGOpPMALMK  MEKAY KIMEHTOM W CepBepoM [0
npotokony RDP.




No
n/

HaunmMeHoBaHHe cpeACTB
3amHThHI HHGoOpMAHT

@yHKUHOHAIBHbIE XaPAKTEPHCTHKH CPEICTB
3amuThH HHpOpMANHH

KonauuectBo,

mT.

4) KoHTpodb BBIBOAA KOH(UICHIHMAIBHBIX
J@HHBIX HA I1€YaTh:

—  BO3MOXHOCTb OrpaHU4YHUTh nepeyeHb
MaHJATHBIX METOK WH(pOpMauuu [And redaTy Ha
3a/laHHOM TIPUHTEpE;

— TEHeRoe KOTIMPOBaHHUE uHbOpMaLIUH,
BBIBOINMOH Ha reuaTh:

— Jo/mKHA OBITH BO3MOYHOCTE MOMCKA 110 UMEHAM
(aiinos, coXpaHEeHHBIX B XpaHW/IHILLE TEHEBbIX KOMUH;

— pJomkHa OBITh  BO3MOXHOCTB TOHMCKA [0
cogepxkuMoMy hainoB, COXpPaHEHHBIX B XpaHWIHILE
TeHeBbIX Komuii. JlomkHa obecrnednBaTbes MojiepKKa
(hopmaros, nogaepkuBaeMbIx komnoHentom Windows
Search.

— aBTOMaTHyecKas MapKMpPOBKA  JIOKYMEHTOB,
BBLIBOJAMMBIX Ha MEYarTh;

— ynpaeneHue rpudamu (BHAOM MapKHPOBKH)
Mpu  meyaTH KOH(DHAEHUMANbHBIX M CEKPETHbIX
aokymeHToB. Ilpu oTOM fAo/mkHa OBITH BO3MOMHOCTh
3a/aTh:

— oTAenbHbIH BUA rpuda ana Kakaoi MaHaaTHOM
METKHU;

— OT/eNbHbIH BHJA MAapKUPOBKM [Uld [EpBOi
CTpaHHLIbl JOKYMEHTA,

— OTHAeNbHBIM BUA MapKUPOBKU AJS [OC/IEAHEH
CTpaHHLbl JOKYMEHTA;

— BMJ MapKUMpOBKM ans obopota nocneaHero
JmMera;

— nojaepikka GpyHKUMHM nieyaty B datin;

—  noAjepiKKa yrpagieHus 3arpeToM
repeHanparieHus TIPUHTEPOR B TepMUHANBHBEIX (RDP)
ceccusx.

5) Kourtponb anmapaTHOW — KOH(UTypaluu
KOMIIBIOTEPA U TIOJIKITFOUAEMBIX YCTPONCTB.

o J{OMmKHBI KOHTPOJIUPOBATHCS CIEAYIOLINE
YCTpOHCTBA:

— TIOCNE/IOBaTENbLHBIE U Napajlle/ibHble MOPTEI;

—  JIOKaJIbHBIE YCTPOMCTBA;

— CMeHHble, pu3nyecKue U ONTHYECKHE JUCKH;

— I[POrpaMMHO Peanu30BaHHEBIE QUCKH;

— USB-yctpoiictea;

— PCMCIA-ycTpoiicTea;

— IEEE1394 (FireWire)-ycTpoiicTga;

— YCTpo¥icTBa, MOAK/IIOUaeMble MO LIKHHE Secure




Neo
n/

HanmenoBanue cpencrs
3amuTHl HHGOpMaNHH

DyHKIHOHANbHBIE XAPAKTEPHCTHKH CPE/CTB
3amuThl HHGOpMaLHH

Koauuectno,

.

Digital.
e JlomxHa OBITH BO3MOJKHOCTB 3a7aTh HACTPOMKH
KOHTPOJSI Ha YPOBHE MIMHBI, Kjacca yCTPOMCTBa,
MOJIETIH YCTPOHCTBA, 3K3EMIIISAPA yCTPONCTRA.
o Jlomxen OCYIIECTBIISITHCS KOHTPOJb
HEU3MEHHOCTH anmapaTHOU KOH(pHUTyparuu
KOMIBIOTEPA € BO3MOXKHOCTBIO OJIOKUPOBKU IPH
HapyIlIeHUH anmnapaTHOH KOHQUIypalHH.
e Jloookna  ObITH  BO3MOXKHOCTH  IIPHCBOUTH
yeTpoiicTBam XpaHeHus HH(pOpMAIMKU MaHIATHYIO
MeTKy. Eciu MeTka ycTpoicTBa HE COOTBETCTBYET
ceccuM TOJB30BaTells — pabora ¢ YCTPOUCTBOM
XPpaHEHHs JOKHA OIOKHPOBATHCS.
e JlokHa  OBITH  BO3MOXHOCTb  TPYIIIOBOTO
no0aBlieHUs] YCTPOHCTB B IMOJCHCTEMY KOHTPOJIS
ycTpoiicte  0e3 [NOAKIOYEHHS YCTpoHCcTBA K
KOMIIBIOTEPY.
o JlojokeH OCYLIECTBISTHCS KOHTPOJIb BBIBOJIA
uHbOpMallMK Ha BHEIIHUE YCTPOHCTBA XpaHEHUs ¢
BO3MOIKHOCTBIO TEHEBOTO KONHUPOBaHHS
OTYYXK/1aeMOH HH(pOpPMAaLIUH:
= J0JIXKHa ObITb BO3MOKHOCTb MOHCKA 110 UMEeHaM
(aiinoB, COXpaHEeHHBIX B XPAHWIMLLE TEHEBbIX KOMUI;
= JOOJIKHa OBITH BO3MOYKHOCTD NMoMUCKa o
conepskumomy (halioB, cOXpaHEHHBIX B XpaHHUIHIIE
TEHEBbIX KOIMWH. I[OJ'I)KH& obecneurBaThbes nogaepikka
dopmaToB, moanepKUBaEMbIX KoMmroHeHToM Windows
Search.
e B wundpactpykrype BHUPTYaTbHBIX pPabouMx
craumuit  (VDI)  [0omkHBI  KOHTPOIMPOBATHCA
YCTpOHCTBA, TIOJAKIIOHAEMblE K BHPTYaJIbHBIM
paGouyum  craHuuMsM ¢ pabodero  MecTa
[IOJIE30BaTENA.
e [Ipu TtepMmuHanbHOM noaximoueHun (RDP)
JIOJKHA OBITH BO3MOXKHOCTE YIIPABIIEHUSI 3aIIPETOM
noakmodenust yerpoiers, COM- u LPT-noptos,
JIOKJIBHBIX JIUCKOB U PnP-ycTpoiicTs.
e KOHTpOIIb CEeTEBBIX HHTEP(DEHCOB:
— Jomxna OBITH BO3MOKHOCTh
BKJTIOUEHMS/BBIKITIOYEHHA SBHO 3a0aHHOIro CEeTeBoro

unTepdeiica unu uHaTepdeiica, onpeaenaeMoOro TUIOM —
Ethernet, WiFi, IrDA, Bluetooth, FireWire (IEEE1394).




HanmenoBanue cpeacrs
3alHTHI HHpOpMALHH

DOYyHKIHOHAJIBHBIE XAPAKTEPHCTHKH CPEICTB
3aIUThI HHGOpMAIIHH

Koinuecrso,

mT.

— JomxkHa ObITb BO3MOKHOCTH YIPAaBJIEHUS CETEBBIMH
uHTepdelicaMn B 3aBUMCUMOCTH OT YPOBHA CECCHU
I10JIL30BATESIA.
— Co3paHue i [0Jb30BaTele  OrpaHUYEeHHOMH
3aMKHYTOW  cpefiel  TIporpamMmHoro  obecneveHus
komnptoTepa. [Ipyu 3TOM [JOJKHBI KOHTPOJIMPOBATHECS
ucrionusemple  daiinel  (EXE-momynu),  daiinsl
sarpyxaembix Oubnuorek (DLL-mopynu), 3amyck
CKpHITOB MO TexHonoruu Active Scripts.
— CnucoK MOAyJel, paspelieHHbIX AJs  3aIycKa,
JOJI2KEH CTPOUTHCS:

—  C TMOMOLIBIO BHOI'O YKa3aHUsS MOAYTEH;

— mo wuHbpopmauuu 06 yYCTaHOBAEHHBIX Ha
KOMIIbIOTEpE MporpaMmax;

—  TI0 3aBUCUMOCTSIM HCIIOJNIHAEMBIX MOAYJIEH;

— TIO SPAIBIKaM B I'NTABHOM MEHIO;

— 1o coObITHAM JKypHaa 6e301acHOCTH.
e KoHTpoNib 1ENOCTHOCTH (palnoB, Karajloros,
3JIEMEHTOB CHCTEMHOI'O peecTpa:

— JlomxHa OBITE  BO3MOXKHOCTE  [POBEEHHUS
KOHTpOJI LIeNOCTHOCTH B mpouecce 3arpysku OC, B
(hoHOBOM peskuMe npu paboTe Monb30BaTeNs.

— JomkHa ObITb BO3MOXKHOCTH  OJOKHPOBKH
KOMIIbIOTEpA npu obHapy»xeHnH HapyLLEeHUS
LETOCTHOCTH KOHTPOIUPYEMBIX OOBEKTOB.

— Jomxna ObITh BO3MOKHOCTH BOCCTAHOBJIEHHS
MCXOIHOTO COCTOSHUA KOHTPONUPYeMOro oObeKTa.

— JMomxHa  ObITb  BO3MOJKHOCTH  KOHTPOJA
UcroHgeMbIX ¢aiinoB no BerpoenHoi DL, utobel
n3bexarb JIOTIONIHUTENBHBIX nepepacyeTon
KOHTPONIBHBIX CcYMM npu  obHoenmenuu [IO co
BetpoenHoi OLIT.

— ITpu YCTaHOBKe CHCTEMBI JTOTKHBI
(dopmupoBaTbCs 3afaHUs  KOHTPOJS  LIEIOCTHOCTH,
ofecrneynBaiolie KOHTPOJIb KJIIOUEBBIX [apamMeTpoB
onepanuonHo# cucremsl u C3H.

— Wzonsaums nporpaMMHBIX MOIYJIeH U KOHTPOIIb
noctyna K  Oydepy obmena W omepauusam
neperackupanus (drag-and-drop) ans H30IMpOBAHHBIX
MOJyJIeH.

— ABTOMaTHYECKOE  3aTupaHue  yHaaseMoH
uHpOPMALIMKM Ha JIOKaJIbHBIX M CMEHHBIX JHMCKax
KOMIBIOTEpa npu yaaneHuu MoNb30BaTENEM
KoHbHAeHIMANBHOM WHpOPMALMK C BO3MOYKHOCTBIO
HACTPOMKM  KONHMYeCTBA  IMPOXOAOB  3aTUpaHUs




No

n/

HaumenoBaHue cpeacTs
3aI0HThI HAQOPMALHH

DYHKIHOHA/IbHbIE XADAKTEPHCTHKIH CPEJICTB
3amuTel nHbOpMALHI

Kosnuecrso,

mT.

HH(pOpMaLHH.

— ABTOMaTHuYECKOEe 3aTHpaHue ONepaTUBHOMH
NaMATH KOMIBIOTEPa C BO3MOJKHOCTBIO HACTPOHKH
KOJIMYECTBA MTPOXO/I0B 3aTHPaHUs UH(HOPMALIKH.

— 3arupanve uHPOpPMAUMM Ha JOKAIBHBIX W
CMEHHBIX IMCKaX [0 KOMaH/ie NoJIb30BaTe .

— BosmoskHocTh HACTPOUKH KOJTMYecTBa
MpPOXOJOB 3aTHpaHUs WHPOPMALMKM OTAENIBHO [Uls
JIOKaJbHBIX JUCKOB, CheMHBIX HOCHTElIeH, onepaTHBHOMH
namATH.

— 3arupaHue JaHHBIX B UMeH (aiioB, KaTaloros
NpH yAaneHUH HHQOPMALIUH.

— Bo3aMmokHOCTE Jlo0aBneHuUA 00BEKTOB
halinoBOit CHCTEMBI B HCKITKOUEHHS  MOJACHCTEMbI
3aTUPAHUSA JJAHHBIX.

— Bo3amoxkHOCTb yrpageieHus 3arpeTom
nepenaun Oydepa obmena B TepmuHanbHyio (RDP)
CeCcCHIO.

o IlMudposanue KOHTEHHEPOB:

— JomxkHa obecrieyuBarTecs BO3MOIKHOCTb
co3/1aHus 3aU(PPOBAHHBIX KOHTEHHEPOB
(KpUNTOKOHTEITHEPOB) € BO3MOYKHOCTHIO MOJK/IOUEHHS
MX K CUCTeME KaK BUPTYalbHBIX AHCKOB.

— Bes uHdopmanms, pasmelaemas B
KOHTeHHepe, [O/UKHA 1IMGPOBATBCS M0 AlropUTMYy
I'OCT 34.13-2018.

— Kmoueras wundopmaums ans odecrneveHus
1ngpoBaHus M pacliMOpOBKHM  JaHHBIX B
KPUNTOKOHTEHHEpax  JOJ’KHa  pa3MellaThes B
annapaTHbIX MAEHTU(HUKATOPAX WK HA cheMHOM USB-
HOCHTENE.

— JomkHa ObITh BO3MOXKHOCTB BbIOOpa pasmepa
KPUIITOKOHTEHHepa MpH ero co3iaHuu.

= ﬂOJT}I(Ha NOAAEPKHBATBECH BO3MOXKHOCTE
aBTOMAaTHYeCcKOro H pyuHOro MOAKITIOYEHHA
KPHOTOKOHTEHHEpa 10 KOMaH/1e MoJib30BaTes.

— JlocTyn K  KpUNTOKOHTeiiHepaM  J0JIKEH
peryaMpoBathes JHCKPELIHOHHBIMU npaBuIaMH
pasrpaHMueHHs JAOCTYIA.

e 3auura CeTeBoro B3aUMOJICHCTBUS i}
bunpTpauns Tpaduka:

— JomxkHbl ObITE MEXaHM3MBl ayTEHTHU(PHKALMH
BXOAAIIMX W  HMCXOAALIMX  3anpocOB  METOJaMH,
YCTOMYHBBIMH K  [ACCHMBHOMY H/HIH  aKTHBHOMY
MPOC/YLIMBAHUIO CETH.




Ne
n/

HaumenoBanue CpeacrTs
3alHTH HHpOpMaLHH

DYyHKIHOHA/IbHbIE XaPAKTEPHCTHKH CPEJCTB
32MHUTHI HHPOpMATHH

Konnuecerno,

iT.

— JlomKHBl YAOCTOBEpATLCS CYOBEKThI HocTyna
(nonmp3oBaTen¥ M KOMMBIOTEPEI) M 3alliUlaeMble
00BeKThI (KOMIBHOTEPEL).

— MexaHu3Mbl [0MKHBI ObITh 3alUMIIEHBl OT
MpoC/yliMBaHus, TMONbITOK noabopa M nepexsara
napose, nojMeHsl 3allUiaeMbIX 06BEKTOB, MOAMEHBI
MAC- u IP-anpecoB.

— JlomkHBl OBITH MpeAyCMOTPEHbl MEXaHW3Mbl
3aUIATHl YCTAHOBJIEHHBIX CETEBbIX COEJUHEHHH MENTy
cyObekTamu jocTyna (monp3oBaTensiMu u
KOMMBIOTEpAaMH) M 3aulMu@aeMeiMd  obbekTamu
(ceppepamu ¥ MHGOPMALMOHHBIMU CHUCTEMAMH) Ha
OCHOBE OTKPBITBIX CTAHJAPTOB MPOTOKOIOB CeMeHCTBa
[Psec, KOTOpble  MO3BONAIOT KOHTPOJHPOBATh
ayTeHTHYHOCTh M LIEJIOCTHOCTb [epeaaBaeMbIX JaHHBIX.

— JomwxHa ObiTe MpeaycMOTpeHa HacTpoika
peXuMa 3alIMThl CETEBOTO B3aMMOMEHCTBUSA, MPH STOM
JIOJKHBI OBITh NPENYyCMOTPEHbI CACAYIOUIME PEeKUMBI
3ALUUTBI:

— coeauHeHue 6e3 3alIuThI;
—  MapKupyeTcs KaKabli naker,
— TIOANMUCLIBAETCS  3arojlOBOK  KA&XKIOTO

—  NOJIMCHIBAETCS KAXKIbIHA NAaKeT LEeTUKOM.

- HomxuHa OBITh BO3MOKHOCTB
OrpaHMYMBaTh CETEBbIE COCAMHEHHS MO MpaBHiam
(buabTpaLMm:

— Ha YpPOBHE OTHE/bHBIX MPOTOKOJOB W3
crexka TCP/IP;

— Ha YpOBHE NapaMeTpOB MPOTOKOJIOB CTEKA
TCP/IP;

— Ha YpPOBHE TapaMeTpoB  ClykKeOHBIX
nporokonos creka TCP/IP;

— Ha ypOBHE MEPHOA0B BPEMEHH;

— Ha YpPOBHE [MOJb30BaTeNed WM rpyrnin
nonb30BaTeei;

— Ha YpPOBHE NapaMeTpoB MPUKIaAHBIX
MPOTOKOJIOB;

— Ha YPOBHE UCIIONHAEMOTO
¢atina/mpouecca;

— Ha YpOBHE CETEBOIr0 ajarnTepa.

— JlomikHa OBITh BO3MOKHOCTH OCYLIECTBJISTH
(GunbTpaLmo KOMaHJ1, napamMeTpoB u
rnocje0BaTeNnbHOCTeH KOMaH, a Takke obecreuusars
610KMpOBKY MOGHIBHOrO KoOJA.




HaunmenoBanue cpeacts
3amuTHI HHQOpMaHH

DyHKIHOHAIbHbIE XADAKTEPHCTHKH CPeJCTB
3alHTHI HHPOPMALHH

Koanuectso,

IT.

— JlomxHa ObITb  BO3MOKHOCTb MapKHPOBKH
cereBoro Tpaduka MeTkaMu KOH(GHIEHUMATbHOCTH.
— Jomxen 6b1Th NpeaycMOTpeH BbIOOp AeHCTBUH
AJIA OTIpefeNeHus peakluy CHCTEMBl Ha cpabaTbiBaHHe
npaBu GUIBTPALIUU:
—  perucTpauus “HGOPMaLMK B ¥KypHae,
—  3BYKOBas CUrHaJIU3aLlus;
—  3amycK [porpaMmbl WU CLEHapUs.

Obunapyskenune H npeJoTBpallieHHe BTOP/KeHHI:

= ,HO.I'I}KHB obecrieurdBaThLCA 3alIMTA OT BTOp)I(eHHﬁ c

MOMOLBK) CUIHATYpPHbIX u 3BPUCTHYECKUX
MEXaHWU3MOB.
— JomxHa ObITh BO3MOJKHOCTh O1O0KMPOBKH

BpeoHOCcHBIX ceTeBbiX aapecos (IP, URL).
— CurHaTypHble MeXaHM3MBbI JOMKHBEI obecreunBaTh
nposepky HTTP-tpaduxka Ha Hanmuuve 3agaHHBIX
KOHCTPYKLMH Kak A8 BXOAALIEro, Tak M And
ucxopsiuero cetesoro Tpaduka. Ilpu obOHapy:keHuu
NPU3HAKOB aTakd [POXOXKAEHHE [OJ03PUTENbHBIX
CeTeBbIX NAKeTOB JIOJKHO ObITh 3a0/I0KHpOBaHO.
— DBpHCTHYECKHE MEXaHM3MbI JO/KHBI Pacro3HaBaTh U
(hHKCHPOBATD CNEAYHOLUHE TUIIB! ATAK:

— CKaHMpOBaHHUE [OPTOB;
noanenka ARP (ARP-spoofing);.
SYN-Quyn;

— aTakd,  HanpaB/ieHHble ~ Ha  OTKa3 B
obcnyxusanuu (DoS);

— pacrnpelesieHHble AaTakW, HarpaB/eHHblE Ha

oTtkas B obcmyxusanuu (DDoS).

— Ilpu  ofnapyxeHWM  TIPU3HAKOB  aTakH
IBPUCTHYECKMMH METOJaMM [OJ/KEH OCYLIECTBIATHCS
BpeMEeHHbIH 3amnpeT Ha MpHeMm CeTeBbIX makeTos ¢ IP-
ajipeca aTaKyoLero KOMIbOTEpA.

— HomxHel  obecneunBaTbed ~ OOHapy)keHHe W
OMOKMPOBKA aHOMAJIBHBIX CETEBbIX MAaKETOB.

AHTHBHpYCHAH 3a11HTA:

= ﬂDﬂH{Ha ofecrieyMBaThCA aRTOMAaTHUECKas MpoBEpKa
HaJTW4Ka BpPEOOHOCHBIX MporpaMm  M0oOo  THIOBBIM
CHrHaTypam H ¢ noMOILUbIO 3BPUCTHHECKOTO aHaJlk3a.

- ﬂOJ‘[}KHO obecrieyuBarbes CKaHUpOBAHHE JIOKaJIBHBIX




HaunmenoBanne cpeacrs
3aIM TRl HHGOpMALHH

QyHKIHOHAIbHbIE XAPAKTEPUCTHKH CPEICTB
32Tl HHPOpMAHK

Koaunuectso,

mT.

JMCKOB,  MOJAK/IIOYAEMBIX  JMCKOB,  OTYYIKIAEMbIX
HOCHTE/Iell, B TOM uuCle 10 KOMaHae | [0
pacrucaHuio.
— JlomkHa ObiTh BO3MOMKHOCTH YKa3aTh pacrucaHue
3aMyCcKa aHTHBUPYCHBIX TIPOBEPOK € BO3MOIKHOCTBIO
BbIOOpa €KEeyacHOro 3arycka, 3anycka B 3aj1aHHOE
BPEMS €3KE/IHEBHO, 3aMyCKa B 3a/laHHbIH ACHb HElENU U
BpeMs €KEHEIENIbHO MK Mo cobbiTusaM 3anycka C3U u
COOBITHIO yCTelIHOro 00HOBIEHHS 6a3.
— Ilpoduan aHTHBMPYCHOIO CKAHHPOBAHMS JOJIKHbI
MOJEPKUBATL HACTPOHKY CIEAYIOLIHX NTapaMeTpPoB:

— Ha3zBaHWE W OINUCAHHE,

— YPOBEHb 3BPUCTUYECKOrO aHaIu3a;

— TMpOBEPKa WM NPOMYCK apXUBOB;

nporyck ¢ainos Gonblie 3a1aHHOTO pasMepa;
— nmnpoBepka GalloB  TOJMBKO C  3aJaHHBIM
NepeyHeM pacllupeHui;
— JeHicTBUS ¢ OOHApY)KEeHHBIMU BpPEIOHOCHLIMH

obbeKkTaMu — JIEHEHHE, YHalleHHe, TOMElIeHHE B
KapaHTHH;
—  00beKThI CKaHWpOBaHHUA, BKJIHOYAH

BO3MOJKHOCTb ~ YKas3aTh  TPOBEPKY  MCMOJHAEMBIX
NpoLECcCOB B ONEPaTUBHOH  MaMATH, [POBEPKY
3arpy304HBIX  CEKTOPOB,  MPOBEPKY  JIOKANbHBIX,
CBEMHBIX H CETEBBIX JUCKOB M MepeyeHb [POBEPAEMBbIX
JHPEKTOPUA.

— JomkHo obecrieuuBaTbes yjajgeHHE BPEAOHOCHOTO
nporpaMmMHoro obecnedeHus M ero OJOKMpOBKa
(nepeMeliieHye B KAPAHTHH),

— JomxHo ofecnieunBaThes BOCCTAHOBNGHHE (PAii/IoB 13
KapaHTHHa 10 KoMaHie aJMHHHCTpaTopa.

— JlojkeH  MOAAepIKMBATBCA  CNWCOK  (halioB u
JAMPEKTOPHH, HCKIKOYaeMbIX W3 mpoBepku (Oesbiii
CITHCOK).

— JlomxHa obecnieunBaThCs BO3MOMKHOCTh OOHOBJIEHUS
0a3 JaHHBIX MPU3HAKOB KOMIIBIOTEPHBIX BHPYCOB
(auTuBMpycHbIx 6a3), B TOM uYucie C AOCTYNOM K
cepsepy 0OHOBIEHHH Yepe3 NPOKCH-CepBep.

— Hdomken obecrneuuBaThCs KOHTPOJL LEJIOCTHOCTH
aHTUBUPYCHbIX 6a3 M 3alUTa OT MX MOAMEHBI MpH
3arpysKe ¢ cepsepa oOHOBJICHMI.

— JlomxkHa obecrieunpaThes BO3MOKHOCTh
pasBepTbiBaHMS 3epKaja cepBepa OOHOBIEHHWH B
JIOKaJIbHOH CeTH.

— Momxna OBITh peaji3oBaHa BO3MOYKHOCTh




HaumenoBanue cpeacts
3amuTH HHpOpMaNHU

(DYHKHHOHaJIbHBIB XapaKTepHCTHKH CPEACTB
3aNTEl HHGOPMALHH

KonnuecTBoO,

mT.

oOHOB/IEHWsT ~ aHTHBHUPYCHBIX 0a3 €O  CheMHBIX
HOCHTENeW ¥ MO0 JOKaJkHOM ceTH, 6e3 mocTyma K
cepBepy 0OHOBJIEHUH.

DyHKUMOHAbHBIA KOHTPO/Ib KIIFOUEBBIX KOMIIOHEHTOB
CHCTEMBI.

— Peructpaims coObITHiT 6€30MacHOCTH B XKypHaJe.

— JlonkHa OBITH BO3MOYKHOCTE (POPMHPOBAHHSA OTHETOBR
10 pe3y/ibTaTaM ayAuTa.

— JlomkHa ObITH BO3MOMKHOCTB MOMCKa M (DUIBTpPaLUU
npu paboTe ¢ JaHHbIMK ayUTa.

Tpebosanua K ueHmMpanu306aHHOMY YHPAGACHUIO 6
QoMeHHOIl cemu:

- C3U JOJDKHO NpeoCTaRIATE clieayolume
BO3MOKHOCTH MO YIPAaBIEHHUK CHCTEMOMN:

— OrobpaxeHue CTPYKTYPHI JIOMEHOB,
OpraHM3alHOHHBIX NoApasae/ieHHH, cepeepoB
6e30MacHOCTH M 3aLHIIAEMbIX KOMITBIOTEPOR.

— Munamuueckoe O0TOOpayK€HME COCTOSHHS KayKaoro
3alIMLIAEMOr0 KOMIIBIOTEPA C YYETOM KPHTHHHOCTH
COCTOSIHWA C TOUKH 3PEHHA CHCTEMBI 3aLIIUTHI.

— OrobpaxkeHue  TpeBor, MPOUCXOALLMX Ha
3alMIIAEMbIX KOMIBIOTEPAX, BO3MOKHOCTE 3a1aTh
MpU3HAaK  TOrO, yto  TpeBora  obOpaborana

aJIMUHUCTPATOPOM Oe30MacHOCTH.

— Paspnenenue TpeBOr MO YPOBHAM  KPHUTHUHOCTH
coObITMS W BaKHOCTM OTHAENBHBIX 3allMIIaeMbIX
KOMIIbHOTEPOB.

— BoamoyxHocTe HacTpoiikM oToOpaykeHUs Auarpamm
(neranuzauuy, LBETOBOH  rammel), go0apieHus,
yhaneHus, TMEepeMelleHHs auarpaMm Ha  MaHemu
MOHHUTOPHHTA.

— Brimonuenue OTIepaTHUBHBIX KOMaH/{ st
HEMEANIEHHOTO  pearMpoBaHMd  Ha  WHLUMJICHTHI
Ge3omnacHocTH (3abn0KMpoBaTE paboTy MoJb30BATENS,
BBIK/IFOUHTE KOMIIBIOTED).

— BeinosiHeHue KOMaH[, creurGUUHbIX U1 3aLMTHBIX
MNOJCHUCTEM — YHAJSHHBIH 3amycK aHTHBHPYCHOH
NMpoBepku M OOHOBIeHUA Oa3bl JAHHBIX TPH3HAKOB
KOMITBIOTEPHBIX BHUPYCOB, BKJIFOUEHHE U OTKIHOUYEHHE
pexxuma o0yveHHs ceTeBoH GUALTPALIUM U T.JI.

— OnepaTHBHOE yrpaBJieHHe 3alMI1aeMbIMU
KOMIBIOTEPAMH,  BO3MOMKHOCTb  LIEHTPAJIM30BAHHO
W3MEHWTH  mapamMeTpbl  pabOThl  3alUIIAEMOro
KOMITBIOTEDA.




Haumenosanme cpencrs
3alHThLI HHGOpMALHH

PyHkUHOHATBHbIE XAPAKTEPHCTHKH CPEACTB
3amuThl HHpopManHu

Konauuecrso,

mT.

— BoamokHoCTh co3/1aBaTh LIeHTPau30BaHHbIe
NOMUTHKK  OE30MacHOCTH,  pacnpocTpaHseMble  Ha
pasHbie (3anaHHbIe) CpYIIbI 3aLMIIAeMBIX
KOMIIBIOTEPOB.

— LleHTpanuzoBanHblii cOop xypHaIOB Ge30MacHOCTH ¢
3allMIIaeMbIX KOMITBIOTEpOB, ux XpaHeHHe,
BO3MOXHOCTb 00paboTKH U apXHBHPOBAHMS.

— Ananu3 coOpaHHBIX HKYPHAJIOB Ha HaJHYKE 3a[aHHbIX
yrpo3 0e30MacHOCTH C TMOMEPIKKOM peNaKTUPOBaHMS
TpaBUIl IETEKTHPOBAHHS YIPO3.

— Bo3MoskHOCTh MHBEHTapH3alKu 00BEKTOR (halnoBoii
CHCTEMbI KOMIIBIOTEPA C TMOCJIEIYIOMIHM COXPaHEHUEM
OTYeTa B BMIE DITAlOHHOroO Macnopra. Bo3amoxHOCTE
CpaBHEHMs  HOBOIO  Macrnopra ¢  OTAJOHHbIM,
BO3MOXHOCTh NepeornpeefeHHs TanoHa.

— Bo3MOXKHOCTR cO3JaHUS OTHETOB © HacTpoikax

CHCTEMBI, YCTaHOBJIEHHBIX mporpammax,
3apEruCTPUPOBAHHBIX annapaTHeIX cpejcTBax
ayTeHTU(hHUKALIIH.

— BoamokHOCTE co31aHKs 1ABI0HOB MONIUTHK:

— BO3BMOJKHOCTb  CO3[aHHd wabnona  no
HacTpoeHHbIM monutikam C3U Ha koMnbloTepe;

— BO3MOJKHOCTb MpoBepKH COOTBETCTBUA
HacTpoeHHbIX monuTuk C3M  Ha KkommbiOTEpe ¢
BbLIOpaHHBEIM 111a6JI0HOM;

— BO3MOKHOCTB pacrpocTpaHeHus (NMpuUMeHeHns)

wabJoHOB MOJMTHK HA KOMIBLIOTEp WM  TpYIIly
KOMIbIOTEPOB.
— UenTpanusopaHHoe  ynpaBieHWe B CI0XKHOIL
JOMEHHO CETH (domain tree) JIOJIKHO
(byHKUMOHMPOBATE O HEPAPXHUYECKOMY MPHHLMITY,
MpH 3TOM CUCTEMA A0JDKHA MO3BOJIATh:

— pacnpocTpaHuTh HACTPOMKH, 3aJaHHbe s
cepeepa  0e30MaCHOCTH, Ha BCE  TOAYMHEHHbIE
KOMITBIOTEPBI (B TOM YHCIIE — 110 UEPApXUU CEPBEPOB);

— TIOCMOTPETL COCTOSIHHE W BBIMOJHUTL KOMaHay
Ha JOBOM  KOMMBIOTEPE, MOAYHHEHHOM CepBepy
Ge3omacHOCTH (B TOM YMCiIe — 10 MepapXUK CEPREPOB);

— CO3/]aBaTh HEPApXHIO cepBepoB OE30MacHOCTH ¢
HE MeHee 4eM 3 YPOBHAMHM BIIOMKEHHOCTH.

— Cospnapath 10MeHBI 6€30MACHOCTH B TEPPUTOPUATHEHO

pacnpenenet HOMH CETH, [npu 2TOM JOJBKHa
NpenoCTaBIAThCA BO3MOXKHOCTE AelierupoBpaHud
AAMHHHCTPATUBHBIX [MOJTHOMOYHWH JIMLaM,

OTBETCTBEHHbIM 33  [OJApa3/eneHus (aomensl




Ne | HaumeHoBaHHe cpeICTB

b DOYHKIHOHAJIbHBIE XAPAKTEPHCTHKH CPEJCTB Kosmuectso,
n/ 3alHThI HHPOPMALAH
o 3aHThI HHPOPMALHA —

De3onacHoOCTH).

KommiekT gosnxen CoIepiRaATh:

HeuckniouutensHoe TmpaBO Ha  HCIOJIL30BAHHE
nporpaMmHoro  ofecriedeHus  CpPeACTBA  3alMTBI
nHQOpMalM¥ OT HECAHKIIMOHWUPOBAHHOIO [OCTYTA C
momyssimd 3amutel or HCJI, kOHTpons yCTpOHCTB,
3alllMTbl  QMcKa W WMQPOBaHUS  KOHTEWHHEpOB,
MEepPCOHAIEHOIO MEKCETeBOro JKpaHa, AaHTHBUpYCA,
0o0HapysKeHHsl BTOPIKEHUH, Ha CpOK He MeHee | rofa.

Onucanne MeponpUsTHIi, BXOASIIIHX B COCTAB A0MOJHUTENBHBIX (YHKIHOHAIbHBIX
BozmoskHocTeil ITK «®@UC THA»

1. Ycranoska u HacTpoitka C3U u CK3MU.

1.1. CyGnunensuap obOHoBisier, ycraHaenuBaeT u HacTpauBaer C3U um CK3U ma APM
Cy6nunensuara (cornmacHo tpeboBanusM, npusefeHubsM B [lpunokennn No 1 k Hacrosuiemy
TexaugeckoMy 3a1aHHIO).

1.2. VcranoBka u mHacrpoiika C3M wu CK3U ocymecrBasercs CyOnuneHsuapomM B
COOTBETCTBUU ¢ TpeboBaHUAMH HOpMaTHBHEIX HokyMeHTOB @CTIK Poccuu u ®CB Poccun, a
TaKK€ B COOTBETCTBMHU € 3KCIUTyatanuoHHo# gokymenraiyeid va C3W u CK3U. Cybnunensuap
npenocrapisger Cybnunensuary akt yeranopku C3U1 u CK3U.

1.3. CyOnuieH3uar NpeJoCTaB/IsieT TEXHUYECKHE M NPOrpaMMHBIE CPEACTBA IS YCTAHOBKH
Cpe/ICTB 3aluThl MHopMaLuu B cpok, ykazanueii CyOnuiensuapom. CocTaB mporpaMMHBIX U
anmapaTHBIX CpPEeACTB, mpenocraBisieMblx CyOnuIIeH3HATOM, [JIOJKEH COOTBETCTBOBATH
TpeboBaHUAM, YKa3aHHEIM B opMyIisipax Ha npenocrasisiemble C3U u CK3MU.

2. Axryamusanus (IIpy HeOOXOAMMOCTH) OpraHU3allMOHHO-PACTIOPS/IUTEILHOM H TEeXHUYECKOH
NOKyMEHTaluu, TpeOyeMoH [Uisi MEePHOAMYECKOr0 TEXHUYECKOr0 KOHTPOJss (UCIBITAHUSA)
UCIT/R.

3. IlpoBeneHue NEpHOIUIECKOTO TEXHHUUECKOI'O KOHTPOJIS.

3.1. Cyo6mmuensunapom nposoasates ucnbiTanua MCII/IH Ha cooTBeTcTBHE TpeOOBaHMIM 110
OesomacHocTH MHpOpManuu. VcmbITaHus TPOBOIATCS B COOTBETCTBHH C IIPE/ICTABICHHON
Cy6muuensuarom «lIporpammoit 1 METOANKaMH aTTECTAIIMOHHBIX HCTIBITAHUMY.

3.2. IlpoBepka COCTOSHHS TEXHOJIOTUYECKOTO TIIpOIlecca aBTOMATH3MPOBAHHOW 00paboTku
samuiaemMoi uadopmaluy, BKIro4aomas B ceds:

-~ ananmu3 o0o6mEHHOH TexHomoruyeckorn cxembl MCIIJIH ¢ cyluecTBYrOLMMUA HHGQOPMaLMOHHBIMU
MOTOKAMM, BO3MOXKHOCTSMU JOCTyna k obpabarsiBaemoii U nepeaasaemoil HH(opmaLiyu;

— TMPOBEPKY COOTBETCTBUA OIIHMCAHMA TEXHOJIOHYECKOro rnpolecca 06p360TKH, XpaHeHHd W Tiepeaadu
uHGOpPMaLUK OrpaHUHYEHHOIO IOCTYIA peasibHOM NpakThke Ha 00beKTe;

~ onpezeneHre cyObeKToB M 00BEKTOR 0CTYNA U cpeacTB 00paboTku U nepenayuu HHMGopmaLm;

— npoeepky aaHHbeix UCTTJIH, npefcTaBieHHBIX B TEXHUYECKOM MacropTe;




— TMpPOBEPKY Hanu4ua OGMOPMIEHHBIX pa3pelieHuii Ha [OMYycK MNepcoHana K KOH(PMAEHUHATBHON
uHpopmalnK, MeToK KOHQUACHLUMATLHOCTH HAa HMH(POPMALMOHHBIX HOCHMTENAX, COOTBETCTBHUS
TEXHOJIOIMYECKMX HMHCTPYKLMH Monp3oBateneidi M aaMuHUCTpaTtopa ©6e30MacHOCTH YCTAHOBIEHHBIM
TpeOOBaHUSIM;

— YCTaHOBJIEHHE omacHbIX (akropos W yrpos, kputuueckux mect WMCII/IH, cHMKAOWMX YPOBEHB
3alLUTHI.

3.3. Ilposepka HCII/lH Ha COOTBETCTBHE OpPraHM3AIMOHHO-TEXHHUUECKUM TPEGOBAHHUSIM IO
3amuTe HHPOpPMAIHH, BKIIFOYAOLIast B ceds:

— MpoBepKy npaBunbHOCTH Knaccudukauuu UCTIH;

~ TMPOBEPKY YPOBHA IIOArOTOBKU Ka/pOB U pacrpeaeneHns OTBETCTBEHHOCTH MEPCOHANA;

— MPOBEPKY KOMIUIEKTHOCTH M XapaKTEPUCTHUK CPEJCTB 3aLMThI, HATHUKS CEPTUDUKATOB COOTBETCTBHUS
Ha cpencTea BeuucauTensHoi Texuuku (CBT) u cpeactsa satutsl nHdopmanmu (C3M);

~ TMPOBEPKY BBINOJHEHUA TpeOoBaHMH K TIOMELIEHUSM, B KOTOPHIX MPOM3BOAMTCS 0oOpaboTka
unbopmauuu cpeacreamu MCI1H.

3.4. Ilo pesyapratam menbiTanuii UCII[In Cy6aunensuapom odopmasitorest Ilporoko
NEPHOJHYECKOr0 KOHTPOJS M 3akKjio4yeHHEe ¢ BBIBOJAOM O COOTBETCTBHM 00beKTa
HHpopmaTH3aMK TpeboBaHUAM 110 Oe3omacHocTH HHpOPMAaLHH.

3.5. Ilpu BBIAB/IEHHH HECOOTBETCTBHS, B 3aK/IIOYCHHH YKAa3bIBAIOTCH BbISAB/ICHHbIE
HEIOCTATKH ¢ PeKOMEHAALMSMH M0 X YCTPAHEHHUIO,

4. Ilposenenne nposepku cxemsl noakmouerus UCIIn k ®UC I'MA u Ilpuema (3amuiessas
ceth ViPNet No 2458).



